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PA3JE/ 1. CMTNCOK NCMO/b3YEMbIX TEPMWHOB 1 ONPEAENEHNI

B HacTosLeM AOKYMeHTe MCNOMb3YHTCA CNeayroL e TEpMUHBI U UX ONpeseneHmns.

ABTOMaTM3NPOBaHHasA CcuUCTeMa - CWUCTEMa, COCTosWas W3 MNepcoHana W KOMMJeKca CPeAcTB
aBTOMaTM3aUMM  €ero [esTeNbHOCTM, peanusyrolias WHPOPMaLMOHHYIO TEXHONOTUI0  BbIMOMHEHNS
YCTaHOBNEHHbIX (DYHKLIWIA.

BesonacHOCTb MNepcoHasibHbIX [aHHbIX - COCTOSIHME 3aLWLLEHHOCTM MepPCOHa/IbHbIX  AaHHbIX,
XapakTepu3yemoe Croco6HOCTbIO  MONb30BaTesield, TEXHUYECKUX CPeAcTB M MH(OPMaLUOHHbIX
TEXHOMOrn 06ecneunTb KOH(UAEHUNANIbHOCTb, Le/IOCTHOCTb M AOCTYMHOCTb MepCOHa bHbIX AaHHbIX
npu nx 06paboTke B MHPOPMALNOHHBIX CUCTEMAX NEPCOHANTbHbIX AaHHbIX.

BnokmpoBaHMe NepcOHabHbIX AaHHbIX - BPeMeHHOe mpekpaleHne cbopa, cucTemaTmsaumm,
HaKOMNMeHWS, NCMONb30BaHNS, NEPCOHANbHbLIX AaHHbIX, B TOM YMCie UX Nepefayn.
Bupyc  (KOMNbIOTEPHbIWA, NPOrpamMMHbIA) - WUCMOMHAEMbIA  MNPOrpaMMHbIA  KOL WM

NHTEPNPETUPYEMbIA  Habop WMHCTPYKUMIK, o06nafjarolimii  CBOMCTBAMW He  CaHKLMOHUPOBAHHOIO
pacnpocTpaHeHMs 1 CaMOBOCNPON3BELEHUS.

BpesoHocHas nporpamma - nporpaMma, npegHasHavyeHHas ans OCYLLLeCTB/EHNA
HeCaHKLMOHNPOBAHHOIO focTyna W (MAM) BO3L4EACTBMA Ha MepcoHasbHble [aHHble WAU pecypchbl
NH(OPMALMOHHON CUCTEMbI MNEPCOHAMBbHbIX [aHHbIX.

BcnomoraTe/ibHble TeXHUYECKUE cpeactea U CUCTEMbI - TEXHUYECKME CpeacTtBa U CUCTEMbI, HE
npeaHasHa4yeHHbIE A4 nepefadvu, 06pa60TKVI N XpaHeHna nepcoHaNbHbIX AaHHbIX, YCTaHaB/IMBaeMble
COBMECTHO C TeEXHuW4YeCkmmn cpeacrteamMm W1 CUCTEMaMK, nNpeaHasHa4eHHbIMWU 014 06pa6OTKl/I
NepCoHa/ibHbIX AaHHbIX WX B MOMELWEHNAX, B KOTOPbIX YCTaHOB/EHbI I/IH(*)OpMaLI,I/IOHHbIe CUCTEMbDI
NnepCcoHa/ibHbIX AaHHbIX.

[ocTyn B onepauuoHHyl cpefy KomnbioTepa (MHGOPMALMOHHOW CUCTEMbI MePCOHANIbHBIX
AaHHbIX) - MOMly4YeHre BO3MOXHOCTM 3anycka Ha BbINOSHEHMe LWITATHbIX KOMaH4, QYHKUWIA, npouesyp
OnepaLyoHHOM cUCTeMbl (YHUUTOXEHUS, KOMUPOBaHMUS, MEpeMeLLeHns 1 T.M.), UCMOMHSeMbIX (aiinos
MPUKNaAHbIX NPOrpamm.

[ocTyn K MH(opMaumm - BO3MOXHOCTb MOMYYEHUs UH(OPMALIMK 1 ee NCMOMb30BaHUS.

3awmiLaeMasn UHGopmauus - MHhopMauus, SBNSOLWASCS NPeaMeTOM CO6CTBEHHOCTY

1 noanexalllas 3aliuMTe B COOTBETCTBMU C TPEGOBAHMAMM NPABOBbIX JOKYMEHTOB WK

Tpe6oBaHMAMU, YCTaHaBIMBAEMbIMU COGCTBEHHMKOM MHGHOPMALWM.

M aeHTU(MKaumMs - NpUCcBOeHMe CyGbeKTaM 1 06bekTam AOCTyna uaeHTUdmKaTopa v (Uim) cpaBHeHWe
NpeabsBASEMOro UAEHTU(KUKATOPA C NepeyHeM NPUCBOEHHbIX UAEHTU(UKATOPOB.

MHhopMaLMoHHaa cucTeMa nepcoHanbHbIX AaHHbIX (MCIIAH ) - COBOKYMHOCTb COAEPXKALLUXCS B
6asax [AaHHbIX MEepCOHaNbHbIX [aHHbIX K 06ecneymBalOlNX WX 06paboTKY WH(POPMALMOHHbBIX
TEXHO/IOTNiA N TEXHUYECKMX CPeaCTB.

NHpopMaymMoOHHbIE TEXHONOrMM - MNpoLecchbl, MeToAbl MNOWUCKa, cbopa, XpaHeHus, 06paboTKy,
npeAocTaBeHNs MH(hOpMaL MM 1 CNocobbl OCYLLECTB/IEHUS TaKMX MPOLLECCOB M METO/0B.

NCTOYHMK yrpo3bl 6e30nacHOCTU MHMopMaunm - CyObeKT A0CTyna, maTepuasibHblii OOBLEKT WK
(hm3nyeckoe ABNeHUE, ABNAOLWMECH MPUYNHON BO3SHUKHOBEHUS YIPO3bl

6e30MacHOCTN UH(OPMaLU.

KoHTponMpyemasi 30Ha - NPOCTPAHCTBO (TEPPUTOPMSA, 3AaHME, YacCTb 3[aHUs, NOMELLEHME), B KOTOPOM
VCK/TKOYEHO HEKOHTPONMPYeMOe NpebbiBaHe MOCTOPOHHUX /UL, a TaKXXe TPAHCMOPTHBIX, TEXHUYECKUX W
VHbIX MaTepuasibHbIX CPeaCcTB.

KoHpUAeHUMaTbHOCTb MEPCOHANbHBIX [aHHbIX - 06513aTefbHOE A1 COGMOAEHNS OMepaTopoM Wau
MHbIM MOMYYMBLUMM [OCTYM K TEpCOHaNbHbIM [AaHHbIM NIMLOM TpeboBaHME He [JomyckaTb WX



pacnpocTpaHeHne 6e3 cornacus Cy6'beKTa NepCoHa/lbHbIX AaHHbIX WX Halnyngd WHOrNo 3aKOHHOIo
OCHOBaHUA

MexceTeBO 3KpaH - JIOKasibHOe (OLHOKOMMOWEHTHOE) WM  (DYHKLUUOHaNbHO-pacnpeseneHHoe
nporpaMmMHoe  (MporpammHo-annapaTtHoe) CpeAcTBO  (KOMMJEKC), peanusytoliee KOHTPONAb  3a
nHopmMaumen, MOCTynawWwen B WHPOPMALMOHHYIO CUCTEMY MEPCOHaNbHbIX AaHHbIX W (1K)
BbIXOAALLEN U3 MH(DOPMALMOHHOW CUCTEMBI.

HapywuTenb 6e30nacHOCTY MepPCOHaNIbHbIX [aHHbIX -  (M3MYECKOe /Lo, ClyvaiiHo  WUm
npeaHaMepeHHO COoBepLUaloLlee AeiCTBUS, CNEACTBMEM KOTOPbIX SBNSETCS HapylueHue 6e30MacHOCTY
NePCOHa/IbHbIX AaHHbIX MPWU MX 06pabOTKE TEXHUYECKMMW CPeAcTBaMU B MH(OPMALMOHHBIX CUCTEMAX
MEePCOHaNbHbIX AaHHbIX.

HeaBToMaTu3MpoBaHHas 06paboTKa NepcoHasbHbIX AaHHbIX - 06paboTKa MepCOHaNbHbIX AaHHbIX,
COAEPXalLMXCA B MH(OPMALMOHHON CUCTEME MNEePCOHaNbHbIX AaHHbIX MO0 M3BNEYEHHbIX W3 TaKOM
CACTEMbl,  CUMTaeTCA  OCYLUECTBMIEHHOM  6e3  WCMOMb30BaHWMSI  CPEACTB  aBTOMaTM3aluu
(HeaBTOMATM3MPOBAHHOI), €CNM TakuWe [AeCTBMS C MepPCOHaNlbHbIMW [aHHbIMW, KaK MCMO/b30BaHMe,
YTOYHEHWE, YHUYTOXEHWE NePCOHaNbHbIX aHHbIX B OTHOLUEHWUMN KaXKA0ro 13 Cy6beKTOB MepcoHasbHbIX
[aHHbIX, OCYLLECTBNSKOTCSA NPU HENOCPeACTBEHHOM Yy4acTUK YenoBeka.

He peknapvpoBaHHblE BO3MOXHOCTUM —(YHKLMNOHa/bHbIE BO3MOXHOCTU CPEACTB BbIYUCIUTE/bHOWA
TEXHWUKWN, HE OMUCaHHbIE UM He COOTBETCTBYHOLLME OMUCAHHLIM B [OKYMEHTaUWUW, Npy UCNOb30BaHUN
KOTOPbIX  BO3MOXHO  HapylleHWe  KOH(UAEHUMaNbHOCTM,  AOCTYMHOCTM  WAM  LLeNIOCTHOCTM
06pabaTbiBaeMOii NH(OPMaLUN.

HecaHKUMOHMPOBaHHbIN A0CcTyNn (HecaHKLUMOHWPOBaHHbIe AENCTBMSA) - AOCTYN K MH(OpMaUun Um
AeACTBMA C MH(opMaLMeld, HapyLlatoLe NpaBMna pasrpaHUyeHns 4ocTyna c MCNoMb30BaHMEM LUTATHbIX
CpefcTs, NpeaoCcTaBAseMbIX MHAHOPMALMOHHBIMI CUCTEMAMM MEPCOHaNbHbIX AaHHbIX.

Hocutenb nHopmaummn - mMaTepuanbHblii 06beKT, B KOTOPOM MHOPMaLMs HAXOAUT CBOE OTPaXKeHMe
B BWAE CMMBOMOB, 00pa30B, CWUrHAMOB, TEXHWYECKMX pPELIeHU/ i W MNPOLEeCCOoB, KOAMYECTBEHHbIX
XapaKTepUCTUK (U3NYECKMX BENNUNH,

O6e3nnuMBaHMe MNepcoHasbHbIX [AaHHbIX - AEACTBUSA, B pe3ynbTaTeé KOTOPbIX HEBO3MOXHO
onpeaenuTb NPUHAANEXHOCTb NEPCOHAbHLIX AaHHbIX KOHKPETHOMY CYObEKTY NepCOHaNbHbIX AaHHbIX.

O6paboTKa MNepcoHasbHbIX AaHHbIX - Nt060e AelicTBue (Onepauust) WM COBOKYMHOCTb AelCTBUIA
(onepauuii), coBepLUaeMbIX C UCMNOMb30BAHMEM CPEACTB aBTOMaTU3auuMm uam 6e3 UCNob30BaHUA TaKMX
CPeLCTB C NepcoHaslbHbIMU AaHHbIMUW, BKIOYas cbop, 3anucb, CUCTEMATU3ALMIO, HAKOMN/IEHWE, XPaHEHWe,
yTOYyHeHune (06HOBMEHUE, W3MEHEHWE), W3B/IEUYEHUe, WCNONb30BaHWe, Nepefady (pacnpocTpaHeHue,
npefocTaBneHue, LOCTyn), 06e3nMymBaHue, 6/10KMPOBaHWE, YyAaneHwe, YHUUYTOXEHWE MepCOHasIbHbIX
[aHHbIX.

OG6LLEeAOCTYNHbIe MepPCcoHasibHble AaHHbIE - MepCoHaNbHble AaHHbIE, AOCTYMN HeOrpaHUYeHHOro Kpyra
MWL, K KOTOpbIM MpeAocTaBfieH C COrnacusi Cy6bekTa MepCOHaNbHbIX AaHHbIX WM Ha KOTOpble B
COOTBETCTBMM C  (heAepasibHbIMKM  3aKOHAMW He pacnpocTpaHseTcs Tpe6oBaHWe COGNHOAEHMS
KOH(MAEHLMANbHOCTM.

Onepatop (NepcoHasibHbIX [aHHbIX) - AKUWOHepHOoe 00LlecTBO «lnoTeyHasd Koprnopawms
YamypTtckoi Pecnybnukn» (manee - Kopnopauus), opraHusytowee u (Unm) OCyLlecTBAsHOLLLEe
06paboTKy MepcoHa/bHbIX [AaHHbIX, a TakXe Ornpefensowmne Lenu U cofepxaHve 06paboTKu
MepPCOHaNbHbIX AaHHbIX.

TexHUYeCcKMe CpPeAcTBa WHMOPMALMOHHOM CUCTEMbl MEPCOHaNbHbIX AaHHbIX -  CpeAcTBa
BbIUMCAINTENbHOW TEXHUKU, MHPOPMALMOHHO-BbIUNCINTE/IbHBIE KOMM/IEKCHI U CETW, CPEACTBA U CUCTEMDbI
nepegaun, npvema u o6pa6oTku TOH (cpeacTBa M CUCTEMbl  3BYKO3amucu, 3BYKOYCUIEHMS,
3BYKOBOCMPOW3BEEHNS, TMEPeroBopHble U TeNeBU3MOHHbIE YCTPOICTBA, CPeAcTBa W3rOTOBNEHUS,
TUPAXNPOBaHWS [AOKYMEHTOB W [pyrue TexHWYeckue cpeAcTBa 06pPabOTKM peyeBOid, rpaduueckoil,
BUAEO- W OYKBEHHO-UM(DPOBOA MH(opMaLmm), NporpammHble CpefcTBa (OMepauMoHHbIE CUCTEMSI,
CUCTEMbI YNpaBfieHMs 6asaMu [aHHbIX W T.M.), CPeAcTBa 3alMTbl MH(OPMaLUKM, NPUMEHSEMblE B
MH(OPMaLMOHHBIX CUCTEMAX.

NMepcoHanbHbIe gaHHbIE - ntobas I/IH(*)OpMaLU/IFI, OTHOCALWadaAca K npaMo UnnM KOCBEHHO onpeaeneH



HOMY MnK onpeaensieMoMy (pusnyeckomy nuuy (Cy6beKTy NepCcoHaIbHbIX AaHHbIX).

Monb3oBaTteslb  UH(OPMALMOHHOW CUCTEMbI MEPCOHabHbIX AaHHbIX - JINLO, YyuyacTBylolllee B
(YHKUMOHMPOBaHUM  MH(OPMALMOHHON  CUCTEMbI  MEPCOHaNbHbIX  AaHHbIX WAW  UCMONb3YtoLLee
pe3ynbTaThbl ee PYHKLMOHMPOBAHUS.

Pecypc WH(OPMALMOHHON CUCTEMbI - WMEHOBaHHbI/ 31EMEHT CUCTEMHOro, NPUKNALHOTO WK
annapaTtHoro o6ecneyeHuns YHKLMOHUPOBaHWS MH()OPMALMOHHON CUCTEMBI.

CpeactBa BbIYUCNIUTE/IBHON TEXHUKWU - COBOKYMHOCTb MPOrpaMMHbIX WM TEXHUYECKUX 3/1EMEHTOB
cucTeM 06paboTKM AaHHbIX, CMOCOOHbLIX (DYHKLUMOHMPOBATb CaMOCTOSITE/IbLHO WM B COCTaBe ApPYrux
CUCTEM.

AKTyaslbHble Yrpo3bl 6e30MacHOCTM MePCOHasIbHbIX JaHHbIX - COBOKYMHOCTb YC/OBWIA 1 (haKTOPOB,
CO34aloLMX aKTya/lbHyH0 OMacHOCTb HeCaHKLMOHMPOBAHHOrO, B TOM 4YWCNe CAyYaliHOro, AocTyna K
MepcoHasibHbIM JaHHbIM NPU X 06paboTKe B MHDOPMALMOHHON cMCTEME, pe3y/ibTaTOM KOTOPOro MOXeT
CTaTb YHUYTOXEHWEe, M3MeHeHWe, GNOKMPOBaHWE, KOMWPOBaHWeE, MNpefoCTaB/EHNE, PacrnpocTpaHeHue
NepcoHanbHbIX AaHHbIX, a TAKXKE UHbIe HeMpaBOMepPHbIe Ae/CTBUS.

YHNUYTOXeHME MepcoHasibHbIX JaHHbIX - AEI7ICTBI/IF|, B pe3ysibTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXXHbIM
BOCCTaHOBUTb Cofaep>XaHWe TMepCoHa/IbHbIX AaHHbIX B I/IHCbOpMaLl'VIOHHOVI cucrtemMe nepcoHasibHbIX
JaHHbIX W (VII'IVI) B pPe3ynbTare KOTOPbIX YHWUYTOXAKTCA MaTepuasibHble HOCUTENN NEPCOHaJIbHbIX
JaHHbIX.

PA3OEN 2. OBOSHAYEHNA N COKPALLEHWNA

ABC - aHTMBMpYCHbIe cpeacTBa

APM - aBTOMaTM3MpOBaHHOE paboyee MeCTO

BTCC - scnomoratesibHble TeXHUYECKME CPEACTBA U CUCTEMbI
NCTIAH - nHdopMayMoHHasa cuctema NepcoHabHbIX AaHHbIX
JIBC - nokanbHas BbIYUCNINTENbHAA CETb

OC - onepaLyMoHHasa cuctema

MAH - NepcoHaNbHbIE AaHHbIE

MO - nporpammHoe obecneyeHne

C3W - cpepcTBa 3aWwnThl MHQOPMaLLUU

C3MAaH - cucrtema (nogcmctemMa) 3awmTbl NEPCOHaNIbHbLIX AaHHbIX
YBIAH - yrpo3bl 6e30NacHOCTU NEPCOHasbHbIX JaHHbIX



PA3SAEN 3. BBEAEHUE

HacTosdwaa [MonMtuka WHGoOpMaumnoHHo 6esonacHoctn  WCMAH  Kopnopauus —sBnsetcs
NOK&/IbHbIM  aKTOM, B KOTOPOM OMpefesieHbl OCHOBHbIE Hanpas/ieHus obecrneyeHns MHHOPMaLNOHHOM
6e3onacHocTn NCIMAH. HacToswaa MNMonntruka onpefenset OCHOBHbIE LM U 3afayun, a Takxe 06LLyHo
cTpaTervo MOCTPOEHUS CMUCTEMbl 3alUTbl NepcoHasbHbIX AaHHbiX (C3MAH) Kopnopauuu, OCHOBHble
TpeboBaHMA 1 6a30Bble MOAXOAbI K UX peannsauunun, And LOCTUXKEHUSA TPebyeMoro ypoBHsA 6e30macHOCTy
NHhopMaLuu.

Monutuka paspaboTaHa B COOTBETCTBMM C CUCTEMHbIM  MOAXOAOM K  O6ecrneyvyeHuto
MH(OPMaLMOHHOW  6e3onacHOCTM. CUCTEMHbI  NOAXoL MpefnonaraeT MNpoBeAeHWe  KOMMeKca
MeponpuATUIA, BKIKOYAKOWUX WCCNef0BaHMe Yrpo3 MH(OPMaLMOHHOW 6e30nacHOCTM U pa3paboTKy
cuctembl 3alWnTbl MAH, ¢ NO3ULMN KOMMNIEKCHOTO MPUMEHEHUS TEXHUYECKMX U OpraHn3aLMOHHbIX Mep
MW cpeacTs 3awutbl. of WHGpopmaunoHHOW 6Ge3onacHocTblo TMOH MOHMMaeTCcs  3allWLLEHHOCTb
MepCcoHa/IlbHbIX [AaHHbIX B 06pabatbiBaloweil nx 6a3e OT NOObIX CAyYaliHbIX WU 310HAMEPEeHHbIX
BO3AENCTBUIA, Pe3yNbTaTOM KOTOPbIX MOXET SBUTbCA HaHeceHWe Yyulepba camol WHGopmauuu, ee
Bnagenbuam (cyovektam MAH). 3agaunm MHPOPMALMOHHOW 6e30MacHOCTU CBOAATCS K MUHUMMU3ALMM
yulepba OT BO3MOXHOW peanu3aumm yrpos 6esonacHoctv TAH, a TakXe K MNPOrHO3MPOBaHUK U
npeLoTBPaLLEeHNIO TaKUX BO3AENCTBUN.

MonnTrKa CNY>XUT OCHOBOM A5 pa3paboTKM KOMMIeKca OpraHM3aLMOHHbIX U TEXHUYECKUX Mep Mo
obecrneyeHno MHHOPMALMOHHOM 6e30nacHOCT Kopnopaumu, NoKanbHbIX aKToB, 06ecrneynBaloWLnx ee
peanusauyuto. MonnTrKa ABNSETCA METOA0N0MMYECKO OCHOBOW ANns:

- (hopMMpOBaHMSA 1 NPOBeAEHNA eMHON NOMUTUKK B 06nacTn obecneyveHnsa 6esonacHocTv MAH B
NCI g+ Kopnopauuu;

MNPUHATUA yNpaBfeHYECKUX PeLleHnid 1M pa3paboTKyM NpPakTUYEeCKMX Mep MO BOM/OLLEHMIO
nonnTnkn 6esonacHocTv MAH 1 BbIPabOTKM KOMMJIEKCA COrfacoBaHHbIX Mep HOPMAaTMBHO-MPaBOBOrO,
TEXHONOTMYECKOro M OpraHM3aumoOHHO-TEXHUYECKOr0 XapakTepa, HanpaB/ieHHbIX Ha BblAB/IEHME,
OTPaKeHMe 1 NMKBMAALMIO NOCNEACTBUI peanunsauny pasnnuyHbiX Buaos yrpo3s MAaH;

- KOOpAMHALUW AeATeNbHOCTI CTPYKTYPHbIX NoApa3AeneHnini Kopnopauvm npu npoBeAeHny paboT
no passuTuUIO 1 akcnayaTaumm NCIAH ¢ cobntogeHnem TpeboBaHuini o6ecneveHns 6esonacHocTy MAH;

- pa3paboTKN NpeasIoXeHNiA N0 COBEPLLUEHCTBOBAHNIO NPaBOBOro, HOPMaTUBHOIO, METOAUYECKOrO,
TEXHUYECKOro 1 opraHm3aumnoHHoro obecneveHuns 6esonacHoctv MNAH 8 NCMAH Kopriopauuw.

MpaBoBoin 6a3ol Ans pa3paboTky HacTosAwel MonnTukn cnyxaT Tpe6oBaHWS [LeNCTBYHOLWMX B
Poccun 3aKoHOAATeNbHbIX M HOPMATUBHbLIX LOKYMEHTOB M0 06ecreyeHnto 6e30MnacHOCTM NepcoHabHbIX
AaHHbIX (MAH).

HacToswas [onuTuka onpefenseT OCHOBHble LEM W 3afayn, a Takxke O06Lyl cTparteruio
MOCTPOEHMS CUCTEMbI 3aliUTbl NepcoHaNbHbIX AaHHbIX (C3MAH) Kopnopayum B COOTBETCTBMM C
MepeyHem WCMNAH. KoHuenums onpegensieT OCHOBHble TpeboBaHWs U 6a30Bble MOAXOAbI K WX
peanunsauuu, ana 4OCTUXKEeHUS TpebyeMoro ypoBHs 6€30nacHOCTU MHopmaLun.

C3IMAH npeactasnsieT cob0il COBOKYMHOCTb OPraHM3aLMOHHbIX U TEXHUYECKUX MeponpuaTui ans
3awmtbl MAH OT HernpaBOMEPHOr0 WM CAy4yalHOro [OCTyna K HWUM, YHUYTOXEHWS, W3MEHeHWUs,
ON0KMPOBaHWS, KOMWPOBaHUA, pacnpocTpaHeHus M[H, a Takke WHbIX HenpaBOMEpPHbIX LeNCTBUM C
HVYMUW. Be3onacHOCTb NepPCoHabHbIX AaHHbIX AOCTUIAeTCA NMYTEM UCK/IOYEHUSA HECaHKLMOHMPOBAaHHOrO,
B TOM u4uC/e Cy4yalHOro, [OCTyna K NepcoHa/lbHbIM [aHHbIM, pe3y/bTaTOM KOTOPOro MOXeT CTaTb
YHUUTOXEHWe, M3MeHeHne, B/10KMpOBaHMe, KOMMPOBaHWe, PacnpoCTpaHeHUe MepcoHabHbIX [LaHHbIX, a
TaKXXe MHbIX HECAHKLMOHNPOBAHHbIX AeiACcTBMIA. OpraHu3auoHHbIe Mepbl NpefycmaTpuBatoT Co3faHune n
nogfepXaHne npaBoBoi 6Gasbl 6GesonacHocTn TH ¥ pa3paboTky (BBeAeHWe B  [JeiCTBUE)
COOTBETCTBYHOLUMX aKToB Kopnopauun. TexHuYyeckne Mepbl 3aliuTbl peann3yroTca Mpu  MoMOLLn
COOTBETCTBYOLLMX MPOrpaMMHO-TEXHUYECKMUX CPefCTB U MeTOA0B 3awuTbl. lepeyeHb HEOOXOAUMBIX
Mep 3aluTbl MH(OpMaLUK onpeaenseTcs No pesynbTataM BHYTpPeHHel npoBepku 6e3onacHocTn NCMAH
Kopnopauun.



PA3AE/ 4. CTIMCOK JTIOKAJIbHbIX AKTOB KOPIMOPALIMA B C®EPE SALLINTDI
MEPCOHAJIbHbIX JAHHbLIX B NCIMAH

1 MNonoxxeHne 06 06paboTKe MePCOHaNIbHbIX AaHHbIX.

2. TonoxeHwve 0 3alnTe NepcoHaIbHbIX AaHHbIX Pa6OTHUKOB.

3. MonoxeHwue 0 3awwmnTe NEPCOHaNbHbIX LaHHbLIX B MHPOPMALMOHHBIX CUCTEMAX
MepCOHa/IbHbIX JaHHbIX.

4. TlonoXeHne 0 pacKpbITUM MHDOPMALUK ONepaTopoM MepPCOHaNbHbIX JaHHBIX.

PA3AES 5. LIENW 1 3ALAYM C3MNAH

OcHoBHOIN uenbto C3MAH sABNsSieTCS MUHUMM3AUMA yulepba OT BO3MOXKHOW peanus3auuun yrpos
6esonacHocTn MAH. Ons AOCTUXKEHUS OCHOBHOWM Lenn cuctema 6esonacHoctv MAH VCMAOH AonxkHa
obecrneunBaTb 3QPEKTUBHOE peLleHne cneayowmx 3agau:

- 3aWMTY OT BMeLLaTenbCTBa B npouecc PyHKumMoHnposanua MCIAH NOCTOPOHHUX NnL,;

- pasrpaHuyeHune [OCTyna 3aperncTpypoBaHHbIX NO/b30BaTeNe K annapaTHbIM, NPOrpaMMHbIM 1
NHpopmaLmoHHbIM pecypcam VCTAH (BO3MOXHOCTb JOCTYNa TONbKO K TeM pecypcam W BblMONHEHNA
TONbKO Tex ornepauuin C HWMMW, KOTOpble He0OXO4MMbl KOHKPETHbIM nonb3osaTensm WCMAOH ans
BbIMNO/IHEHNSI CBOUX CNYXeBHbIX 0643aHHOCTEN), TO eCTb 3aluTy OT HECAHKLMOHNMPOBAHHOIO AOCTyna:

1) K HpopmMaLun, umpkynupyrouein 8 UCMNAH;

2) cpefcTBam BblUNCINTENbHOM TeXHUKN NCT1OH;

3) annapaTtHbIM, NPOrpaMmmHbIM Y KPUNTOrpaUUeckMmM CpecTBaM 3aLimThl,
ncnosnb3yembim B ICTOH;

- perncTpauunto Le/cTBUA NONb30BaTeNlen Npyu UCMob30BaHMM 3almilaemblx pecypcos VCTMAH B
CUCTEMHbIX XYpHanax U NepuoauyecKnini KOHTPO/Sb KOPPEKTHOCTU AeNCTBUIA NOSb30BaTeNlell CUCTEMBI
nyTeM aHann3a COLEPXXMMOro 3TUX XXYPHa/IO0B;

- KOHTPO/b LIeNIoCTHOCTM (06ecrneyeHne HEUM3MEHHOCTW) Cpedbl MCMOMHEHWS MnporpaMMm U ee
BOCCTaHOB/IEHME B CNyyae HapyLIEHNS;

- 3alWWTY OT HECAHKLMOHWPOBAHHON MOAU(MUKALMKA WM KOHTPO/b LIENIOCTHOCTM WUCMO/Mb3YEMbIX B
NCIMAH nporpaMMHbIX CPeAcTB, a TaKXe 3alllMTy CUCTEMbl OT BHEAPEHUS] HECaHKLMOHWUPOBAHHbIX
nporpaMm;

- 3awuTy MAH OT yTeUukn No TEXHUYECKUM KaHanam npu ee 06paboTKe, XpaHeHUW v nepegade no
KaHasam CBS3K;

- sawuty TAH, XpaHWMOii, o6pa6aTbiBaeMOi 1 MNepeAaBaeMoli MO KaHanam CBSisW, OT
HECaHKLIMOHUPOBAHHOIO Pa3rnalleHns UM UCKAKEHUS;

- obecneyeHne >KMBYYECTW  KPUMTOrpatMyeckmx CPeACcTB  3alUTbl  MHGOpMaUuM  Mpu
KOMMNPOMETALMI YacTy KNOUYEBOW CUCTEMbI;

- CBOEBPEMEHHOEe BbISIB/IEHWE WCTOYHWKOB Yrpo3 6GesonacHocTn [M[H, NpPUYMH U YCNOBMWIA,
CMOCOGCTBYIOLLMX HaHeceHMto yulepba cy6bektam [MH, co3jaHMe MexaHM3ma OrnepaTUBHOIO
pearnpoBaHus Ha yrpo3bl 6e3onacHocTh MAH 1 HeraTMBHbIE TEHAEHLNN;

- CO3/laH1e YCMOBWIA ANs MUHUMU3ALMK U NIOKANU3aLMK HAHOCUMOTO Yyilep6ba HenpaBoMepPHbLIMU
LEACTBMAMM (DU3NYECKUX W HOPUANYECKUX MWL, OCNAGNeHWe HEraTMBHOFO BAMSIHUS U NUKBUAALNS
nocnefcTBuMiA HapyLleHns 6esonacHocTy MAH.



PA3AE/1 6. OB bEKTbI SALLNTDI

MepeyeHb MHHOPMALNOHHBIX CUCTEM

B Kopnopauun npoussogutca 06paboTka NepcoHaIbHbIX AaHHbIX B UHPOPMALMOHHBIX CUCTEMAX
06paboTKM nepcoHasibHbIX AaHHbIX (UCITAH). MepeyveHs VCTAH onpefenseTtca Ha ocHoBaHuM OT4eTa
Nno pe3y/nibTatam BHYTPEHHe NpoBepKu.

[MepeyeHb 00bEKTOB 3alNTbI

Ob6bekTamy 3alUnThl ABNAKOTCA - UHGOpMaunsa, obpabatbiaemas B ICIMOH, 1 TeEXHUYECKNe CPefCTBa ee
06paboTKM 1 3aWmThl. MNMepeyeHb NepcoHaNbHbIX AaHHbIX, MOAMexXallme 3alnTe, onpeseneH B lepeuHe
nepcoHasbHbIX AaHHbIX, nognexatwnx 3awmte 8 NCIA.

OO6BeKTbI 3aLNTbI BKIKOYAIOT:

1) ObpabaTbiBaeMas MHpoOpMaLus.

2) TexHonornyeckas nHgopmayms.

3) MporpammHO-TEXHMYECKME CpeacTBa 06paboTKw.

4) Cpepactsa 3awmtbl MAH.

5) KaHanbl MHHOPMaLMOHHOIT0 06MeHa U TeIEKOMMYHUKaLUN.

6) O6BbeKTbI M NMOMELLLeHNA, B KOTOPbIX pa3meLleHbl KOMMoHeHTbl CIAH



PA3AE/ 7. KIIACCU®UKALMSA NMOJIb3OBATE/IEN NCNAH

Monb3osatenem NCMAH sABnseTca MU0, yyacTaytoLee B PYHKLMOHMPOBAHUN UH(DOPMALNOHHO
CUCTEMbI NEPCOHASTbHBIX AaHHbIX UK UCMOSb3YyloLLee pe3ynbTaTbl ee YHKLUNOHNPOBAHUS.

Monb3osatenem NCIMAH asnsetca nto6or paboTHNK Kopriopauuu, umetrownin goctyn K UICIMAH v
ee pecypcamM B COOTBETCTBUM C YCTaHOB/IEHHbIM MOPSAKOM, B COOTBETCTBUM C €r0 PYHKLMOHA/IbHLIMY

0653aHHOCTAMMN.
Monb3osatenn NCIOH LenaTca Ha TP OCHOBHbIE KaTeropun:

1 AgmunHuctpaTtop NCIMAH - paboTHMKM Kopnopaumm, KOoTopble 3aHMatoTCA HaCTPOIKOIA,
BHEAPEHMEM 1 CONPOBOXAEHMEM cucTeMbl. AgmuHuctpaTop MCIMAH o6nagaeT cnefytowmmMm ypoOBHEM
fjoctyna:

- 061agaeT NOMHON MH(OPMaL el 0 CUCTEMHOM W NMPUKNAAHOM NPOrpaMMHOM 06ecneyeHnm
NCnaH;

- 06n1afaeT NoOMHON MHopMaLMen 0 TEXHUYECKUX CpeacTBax v KoHpurypauun NCMAOH;

- UMeeT AOCTYM KO BCeM TEXHWYECKUM CpeAcTBaM 06paboTKu MHGopmaunm n gaHHsiM VNCIAH;

- 061a4aeT NpaBamMyt KOH(OMIyprUpoOBaHUA N afMUHUCTPATUBHON HACTPOMKM TEXHUYECKMX CPeACTB
NCIAnx.

2. MporpammucT-paspabotunk NCMAH - paboTHMk Kopriopaummn unM CTOPOHHUX OpraHun3auni,
KOTOpbI€ 3aHMMat0TCA pa3paboTKo nporpaMMHOro obecneveHuns. Paspabotunk VCIMAH obnagaet
cnegyrowmnM ypoBHEM AoCTyna:

- 06nafaeT UH(opmaLlmen 06 anropmTmax 1 nporpaMmmax 06paboTkn nHgpopmaumm Ha CIOH;

- 06nafaeT BO3MOXXHOCTAAMW BHECEHMS OLLUMGOK, HeIeKNapMpPOBaHHbIX BO3MOXHOCTENA,
NPOrpaMMHbIX 3aK/Naf0K, BPeAOHOCHbIX MPOrpaMmM B nporpaMmHoe o6ecnedeHne VCIMAH Ha cTagum ee
pa3paboTKM, BHEAPEHUS W COMPOBOXAEHMS;

- MOXET pacnonaraTb 06bIMK (hparmeHTamy nHgopmauuu o Tononorum VCMNAH v TeXHUYeCcKnx
cpeacteax 06paboTku 1 3alnThl NAH, o6pabatbiBaembix B NCT1OH.

3. Onepatop NCIMAH - pabOTHUKM CTPYKTYPHbIX nogpasgeneHnin Kopnopauuu, yyacTeytoLne B
npouecce akcnnyataymm VICMNAH. Onepatop MCIMAH obnafaet crefyoLmnm ypoBHeEM LOCTYyNa:

- 06/1a4aeT BCeMU He0b6X04MMbIMKU aTpubyTammn (Hanpumep, naposem), obecneynsarow MM 4OCTYN
K HeKoTopomy nogMHoXecTBy IMNH;

- pacnonaraeTt KOHd)VI,D,eHLI,VIafIbeIMVI AaHHbIMW, K KOTOPbIM UMEET AOCTY.



PA3AE/ 8. OCHOBHbIE MPUHLUWIMBbI MOCTPOEHUA CUNCTEMBbI
KOMM/IEKCHOW 3AWNTbI MH®OPMALINI

MocTpoeHune cuctembl obecneveHus 6esonacHoctu MAH UCIMAH Kopnopauuu u ee
(PYHKLMOHMPOBaHWE [O/MKHbI OCYLLECTBNATLCA B COOTBETCTBUN CO CMEAYIOLLMMU OCHOBHbLIMU
NPUHLMNaMu:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMM/EKCHOCTb;

- HEMpPepbIBHOCTb;

- CBOEBPEMEHHOCTb;

- MPEeMCTBEHHOCTb U HEMpPepbIBHOCTb COBEPLUEHCTBOBAHNS;
- NepcoHanbHas OTBETCTBEHHOCTD;

- MUHUMM3ALMA MOSTHOMOYNA,

- B3aMMOJeiCcTBMe N COTPYAHUYECTBO;

- TMBKOCTb CUCTEMBI 3aLUUTHI;

- OTKPbITOCTb /ITOPUTMOB Y MEXAHW3MOB 3aLLUTbI;

- NPOCTOTA NMPUMEHEHWA CPELCTB 3aLUTHI;

- Hay4Has 060CHOBAHHOCTb M TeXHMYeCKas pean3yeMocTb;
- cnewumanmsaymns n npoeccroHannsm;

- 0643aTeNbHOCTb KOHTPONS.

3aKOHHOCTb

MpeanonaraeT OCYLWECTBAEHME 3aLUTHLIX MeponpuaTuii u paspaboTky C3MAH Kopnopauun B
COOTBETCTBMU C [EMCTBYHOLLMM 3aKOHOAATE/IbCTBOM B 06/1acTh 3awmTbl MOH 1 Apyrnx HOPMaTUBHbIX
aKToB Mo 6e30NacHOCTU UMH(OpMaUuKN, YTBEPXKAEHHbIX OpraHaMmu rocyfapCTBeHHOW BnactM W
ynpaBneHns B npegenax ux KomneteHuuun. Monb3oBatenu u obenyxusarowmin nepcoHan MAH NCMax
Koprnopaumun [onXHbl 6biTb OCBEAOMJIEHbI O MOpsAAKe paboTbl C 3aliMiiaeMoil MHhopmaumed U 06
OTBETCTBEHHOCTM 3a 3awnTbl MNAH.

CUNCTEMHOCTb

CucTtemHbIA  nofaxon K noctpoeHuto C3MAH  Kopnopauuwn npepnonaraeT  y4yeT  BCeX
B3aMMOCBA3aHHbIX, B3aMMOLENCTBYHOLUNX U WU3MEHAIOLWMNXCA BO BPEMEHW 3/1EMEHTOB, YC/I0BUIA W
(haKTOPOB, CYLLECTBEHHO 3HAYMMBbIX A5 MOHUMAHWUA U peLleHus NpobieMbl obecrneyeHns 6e30nacHoOCTU
Nna+H NCMAgx Kopnopaymu.

Mpy co3gaHny CMCTEMbI 3aWnTbl AO/MKHBI YUNTLIBATLCA BCe cnabble ¥ Hanbonee ya3BMble MecTa
cuctemMbl 06paboTky MAH, a TakXKe XapakTep, BO3MOXHble 00bEKTbI M HarnpaBNeHUs atak Ha CUCTEMY CO
CTOPOHbl  HapywuTeneid  (0CO6EHHO  BbICOKOKBA/IM(ULMPOBAHHBIX  3/10YMbILUIEHHUKOB),  NyTH
NMPOHWKHOBEHUSA B pacnpegeneHHble cuctembl M HCA K uHdopmauun. Cuctema 3aliuUTbl LOHKHA
CTPOUTLCH C YYETOM HE TO/IbKO BCEX M3BECTHbIX KaHa/N0B MPOHUKHOBeHNA 1 HC/L K nHdopmalmm, HO 1 ¢
YYETOM BO3MOXHOCTU NOSABAEHUSA MPUHLMNNANBHO HOBbIX NYTER peanm3annmn yrpo3 6e30nacHOCTU.



KoMMMIeKCcHOCTb

KomnnekcHoe uCMoONb30BaHMe MeTOLOB W CPeACTB  3alWuTbl MpegnonaraeT CoOrfacoBaHHoOe
NPUMEHEHNE Pa3HOPOAHbIX CPEACTB MpW MOCTPOEHUM LENOCTHOW CMCTEMbI 3aLMTbl, NepeKpbIBatOLLEN
BCE CYLLECTBEHHbIEe (3HAYMMble) KaHanbl peanu3auun yrpo3 1 He cogepxkallein cnabblx MecT Ha CTbiKax
OTAeNbHbIX €6 KOMMOHEHTOB. 3alinTa J0/KHA CTPOMTLCA 3LIEeIOHNPOBaHO. 15 KaXKA0ro KaHana yTeuku
MHOPMaLMN U AN KaxAoW Yrposbl 6e30MacHOCTM A0/MKHO CYLLECTBOBATb HECKO/bKO 3alUTHbIX
py6exein. Co3aHne 3alNTHbIX Py6exein OCyLLeCTBASETCA C YYETOM TOro, Ytobbl ANns UX NPeoaosieHns
NOTEHUMANbHOMY  3/I0YMbILUNEHHUKY Tpe6oBanucb MPOGECCUOHANbHbIE HaBbIKM B HECKOMbKMX
HEB3aMMOCBA3aHHbIX 061acTAX. BHelWHAs 3alimTa fo/MKHa 06ecneynBaTbes QU3NYECKUMI CpeacTBaMMu,
OpraHM3auMoHHbLIMI U NPaBOBbLIMK MePaMU.

HenpepbIiBHOCTL 3anThl MNAOH

3awuta MAH - He pa3oBoe MepoNpUATME U He NPOCTas COBOKYMHOCTb NPOBEAEHHbIX MePONPUATUIA
N YCTaHOB/IEHHbIX CPEACTB 3alUWTbl, a HEnpepbIBHbIVA LieleHanpaB/eHHbIA MpoLecc, npeanonararoLLuii
MPUHATME COOTBETCTBYHOLLMX MEP Ha BCeX 3Tanax XXusHeHHoro uukna VICT4H.

NCIMAH [OMKHbI HaxXOAUTbCA B 3aLUMLLEHHOM COCTOSAHUM HAa NPOTSXXEHWW BCEro BPEMEHU WX
()YHKUMOHNPOBAHUA. B COOTBETCTBUM C 3TUM MPUHLUNOM  [LO/DKHbI  MPUHUMATLCA  Mepbl MO
HegonylleHnio nepexoga MCIMAOH B HesawnLeHHOe COCTOsAHME.

BONbLWMHCTBY (U3NYECKMX W TEXHUUYECKUX CPEACTB 3aliMTbl A1 3((PEKTUBHOrO BbINONHEHMS
CBOMX (YHKLUMIA Heo6xoaMmMa MNOCTOSIHHAs TeXHWYeckas W opraHusauuoHHas (agMWUHUCTPATUBHAS)
noajepxka (CBOEBPeMeHHasi CMeHa W 06ecreuyeHve MpaBUIbHOTO XPaHEHUS W MPUMEHEHUsS WMEH,
naponei, Knyein LWngpoBaHus, nepeonpeaeneHe NoaHoMounidi 1 T.n.). MepepbiBbl B paboTe CPeAcTB
3aWMTbl MOTYT 6blTb MCMOMb30BaHbl 3/10YMbILIEHHUKAMW [1s aHanu3a MNpUMeHsSEMbIX METOA0B U
CPeACTB 3alMThl, 418 BHEAPEHUs CheumanbHbIX MPOrpamMMHbIX U anmnapaTHbIX «3aKNafok» U ApYrux
CpeAcTB MPEeOAO0NIEHMS CUCTEMBI 3aLLMTbl MOCNE BOCCTAHOB/EHNS €€ (DYHKLVIOHUPOBAHNS.

CB0eBpeMEHHOCTb

Mpeanonaraet ynpexgawwmnii xapaktep Mep ob6ecneyeHns 6esonacHocTn [MAH, To ecTb
NMOCTaHOBKY 3afjay Mo KomnfekcHoi 3awmte VCMOH n peanusaunto mep obecneyeHus 6e3onacHoOCTu
MAOH Ha paHHUX cTaguax paspabotkn WCTOH B ULeNOM W ee CUCTEMbl 3awWWTbl MHMOpMauun, B
4yaCTHOCTW. Pa3paboTka CMCTeMbl 3alUTbl LO/HKHA BECTUCb NapasisiefibHO ¢ paspaboTKOM U pa3BUTUEM
camol 3alyMLLaemMolr CUCTEMbl. OTO MO3BOMUT y4ecTb TpeboBaHWUs 6€30MacHOCTM MPU NPOEKTUPOBAHWUN
apXUTEKTYpbl U, B KOHEYHOM CcYeTe, co3aaTb 6onee ahPeKTMBHbIE (KaK MO 3aTpataMm pecypcoB, TakK U Mo
CTOMNKOCTM) 3aLUNLLEHHbIE CUCTEMBI.

[MpeemMCTBEHHOCTb N COBepLLUeHCTBOBaHMe

MpegnonaratoT NOCTOSAHHOE COBEPLLUEHCTBOBAHME MepP M CPEACTB 3aluTbl MHOPMALMK Ha OCHOBE
NMPEeMCTBEHHOCTM  OPraHU3aLMOHHbIX W TeXHWYECKMX pPelleHnidn, KaApoBOro cocTaBa, aHaausa
(yHKumnoHuposaHus VCIMAH 1M ee cCMCTeMbl 3aliUTbl C YYETOM M3MEHEHWI B MeTOAax W CpeAacTBax
nepexeara WHGOPMaUUN, HOPMATUBHbLIX TPeOOBaHWA MO 3auuTe, AOCTUTHYTONO OTEYECTBEHHOIO MU
3apy6eXXHOro onbiTa B 3701 061acTu.



[NMepcoHanbHasA 0TBETCTBEHHOCTb

MpegnonaraeT BO3/10XKeHMWE OTBETCTBEHHOCTM 3a ob6ecneyeHune 6esonacHocTv MAH U CUCTEMBI KX
06paboTKM Ha Kakaoro paboTHMKa B npefenax ero nojiHOMOYMA. B COOTBETCTBUM C 3TUM MPUHLMNOM
pacnpeaeneHne npaB U 00653aHHOCTEN COTPYAHMKOB CTPOMTCA TaknuM 06pa3om, 4Tobbl B Clyyae nt060ro
HapyLleHNs KPyr BUHOBHMKOB Obl/T YeTKO M3BECTEH WN CBEAEH K MUHUMYMY.

MPUHLMNT MUHUMW3ALMN NONHOMOYMIA

O3HayaeT npeAocTaBfeHMe MONb30BaTeNSAM MUWHUMA/bHbIX NpaB AoCTyna B COOTBETCTBUM C
NPOU3BOACTBEHHON HEO06XOAMMOCTbIO, Ha OCHOBE MPUHLMNA «BCE, UYTO He pa3peLleHO, 3arpeLleHo».
Joctyn K MAH [0MKeH NpefocTaBnsTbCs TOMbKO B TOM Ciyyae M 06beme, ecnn 3To HeobXoaumo
PaboTHMKY ANS BbINOAHEHWS €r0 JO/MKHOCTHbLIX 0083aHHOCTEN.

B3anmopaencTeme U COTPYAHNYECTBO

Mpegnonaraet co3faHue  GnaronpuATHOM  atMoctepbl B KONJIEKTMBAX  MOApPa3feseHuniA,
obecreumBarolmx geatensHocTs VCMAH Kopnopauuun, ANns CHUXEHUS BEPOATHOCTM BO3HWKHOBEHMS
HeraTuBHbIX [AeWCTBUIA CBS3aHHbIX C YesioBeYecKMM (hakTopoM. B Takoil 06CTaHOBKE COTPYLHUKM
[O/MKHbI 0CO3HaHHO CcobNtoAaTh YCTaHOB/IEHHbIE MpaBu/ia U OKasblBaTb COAEWCTBUE B [EATEe/IbHOCTU
noApasfenieHnin TEXHNYECKOM 3aLuTbl UH(OPMaL UK.

'MbKocTb cucTembl 3anTol MAH

MpUHATbIE Mepbl W YCTaHOBMEHHbIE CPeACcTBa 3alyuTbl, OCOOGEHHO B HaYa/lbHbIA MNEpUofg WX
aKcnnyaTaummn, MoryT obecneumBatb Kak 4pe3MepHblid, TaK W HEAOCTATOYHbI YPOBEHb 3awWnTbl. [ns
06€ecneyeHnss BO3MOXHOCTM BapbMPOBAHMS YPOBHEM 3alLMUIEHHOCTU, CPeACTBa 3aliMTbl AO/MKHbI
o6nagaTb OnpefeNneHHoN rMbKocTblo. OCOGEHHO BaXXHbIM 3TO CBOMCTBO SIBNSIETCA B TEX C/yYasx, Korga
YCTaHOBKY CpeACTB 3aliuTbl HEOOXOAMMO OCYLLECTBMIATb Ha pPaboTalolWyk CUCTEMY, He HapyLias
npouecca ee HOPMabHOTO (hYHKLMOHUPOBAHMS.

OTKprTOCTb a/IrOPNUTMOB N MEXaHNU3MOB 3aLlLNTbI

CyTb NpuvHLMMNa OTKPLITOCTU a1roOpUuTMOB Y MEXaHW3MOB 3alLUTbl COCTOUT B TOM, YTO 3aliuUTa He
[O/MKHA 06ecrneymBaTbCa TOMLKO 32 CYET CEKPeTHOCTW CTPYKTYPHOW OpraHusauumM v anroputMos
(hYHKLMOHMPOBaHNA ee MOACUCTEM. 3HaHWe anropuTMOB paboTbl CUCTEMbI 3aLUTbl He LO/IHKHO AaBaTb
BO3MOXHOCTM ee MpeofosieHns (Jaxe asTopam). OfHaKo, 3TO He O03HayaeT, 4To WHGopmauus o
KOHKPETHOWN cucTemMe 3alnThbl 40/XKHA ObITh 06LLEA0CTYMHA.

MpocToTa NPUMEHEHMA CPEACTB 3alMThbl

MexaHun3Mbl  3alWuUTbl  AO/MDKHbI  ObiTb  WUHTYUTUBHO MOHATHbI M NPOCTbl B MCMOJ/Ib30BaHUMW.
MpuMeHeHWe CpeAcTB 3alUMTbl He [O/IKHO OblTb CBA3aHO CO 3HAHWEM CreuuanbHbIX S3bIKOB WAKN C
BbIMOSIHEHVEM [eNCTBWI, TPebytowmnx 3HaYUTEeNIbHbIX [OMOMHUTENbHbIX TpyAo3aTpar npu 00blYHOM
paboTe 3aperMcTpMpPOBaHHbIX YCTAHOB/IEHHLIM MOPALKOM MO/Ib30BaTENe, a TaKXKe He JO/MKHO TpeboBaTtb
OT NO/b30BaTeNA BbIMOIHEHUSA PYTUHHbBIX MaNOMNOHATHLIX eMy onepauuii (BBOA HECKO/IbKUX Naponei u
MMeH 1 T.4.). [lo/MmKHa LOCTUraTbCsl aBTOMaTu3aums MakCUManbHOro yucna LencTBUIA Nob3oBaTenein un
agmuHuctpatopos NCT1AH.



HayuHas 060CHOBAHHOCTb U TEXHUYeCcKas peasin3yemMoCTb

VHopMaLMoHHbIe TEXHOMOrUKW, TeXHUYECKMe W NporpammHble CpeAcTBa, CPefcTsa M Mepbl
3aWnTbl MH(OPMALMK LOMKHBI ObITh peann3oBaHbl HA COBPEMEHHOM YPOBHE Pa3BUTUA HAyKN U TEXHUKM,
Hay4yHO O060CHOBAHbl C TOYKW 3peHWUs LOCTUXKEHWUS 33[aHHOro YpOBHSA 6e30MacHOCTU WH(opMauumn u
[O/MKHbI COOTBETCTBOBATL YCTaHOB/IEHHbIM HOpMaM W TpeboBaHuAM no 6e3onacHoctu MAH. C3MAH
[0/1KHA 6bITb OPUEHTUPOBAHA Ha PeLLeHNs, BO3MOXHbIE PUCKM A4/ KOTOPbIX U Mepbl NPOTUBOAENCTBUA
3TUM pUCKaM MPOLLIIN BCECTOPOHHIOK TEOPETUYECKYHO U NMPaKTUYECKY NPOBEPKY.

Cneunanusaumna n I'IpOC*JeCCI/IOHaJ'IVBM

Mpepnonaraet npusieyveHne K pa3paboTKe CPefCcTB WM peanusaumy mep 3awmTbl MHGOpMaL MK
crnewLmanmM3vpoBaHHbIX OpraHu3aLmii, Hanbonee NOArOTOBEHHbLIX K KOHKPETHOMY BUAY AeATe/IbHOCTM Mo
obecneyeHunto 6HesonacHocTn TMAH, UMeOWMX OMNbIT NPaKTUYECKON paboTbl U rOCYLAPCTBEHHYIO
NILEH3NI0O Ha MpaBO OKasaHWa ycnyr B 3TOW ob6nactu. Peanusaums agMUHUCTPATUBHBLIX Mep W
aKCn/yaTaums CpPeAcTB  3alunMTbl  [LO/KHA OCYLLECTBAATLCA NPOECCMOHANIbHO MOAr0TOBNEHHbLIMU
cneymanuctamm Kopnopauuu.

O65a3aTeNIbHOCTb KOHTPONA

MpeanonaraeT 0653aTeNbHOCTb WM CBOEBPEMEHHOCTb BbISIBMEHWA W MPECEYEHUs MOMbITOK
HapyLLEHNs YCTAaHOB/IEHHbIX MpaBu obecneyeHns GesonacHocT MAH Ha OCHOBE MCMO/Mb3YEMbIX CUCTEM
M CpeacTB 3aWUTbl  MH(OPMaLMKM NPU  COBEPLUEHCTBOBAHMM KPUTEPUEB W METOAOB  OLEHKU
3((hEeKTUBHOCTM 3TUX CUCTEM U CPeACTB. KOHTPONb 3a AesATeNlbHOCTLI 1K060r0 No/b30BaTens, Kaxgoro
cpeAcTBa 3aliMTbl M B OTHOLUEHWM NOGOT0 06beKTa 3alyMTbl AOMKEH OCYLLECTBAATLCA HAa OCHOBE
MPYMEHEHNS CPeACTB OMepaTMBHOTO KOHTPOAA W perncTpaumMm W AO0/MKEeH O0XBaTbiBaTb  Kak
HeCaHKLMOHNPOBaHHbIE, TaK 1 CaHKLMOHMPOBaHHbIE [eACTBUA NOMb30BaTeNeN.



PA3AEN 9. MEPbI, METO/AbIl N CPEACTBA OBECINEYEHNA TPEBYEMOI O
YPOBHA SALLIMLLEHHOCTW

Ob6ecneyeHne TpebyeMOro ypoBHS 3allMLLEeHHOCTN LO/HKHOCTM AOCTUIaThCA C UCMO/b30BaHMEM
Mep, MeTOZ0B 1 cpefcTB 6e3onacHOCTU. Bce Mepbl obecnedeHns 6esonacHocTn MCMAH oapasfenstorcs
Ha:

- 3aKOHOoJaTe NbHble (NPaBoOBbIE);

- MOpaJIbHO-3TUYECKMUE;

- OpraHun3aunoHHbIe (a4MUHNCTPATUBHBIE);

- (hnsnyeckue;

- TEXHUYEeCKMe (annapatHble U NPOrpaMMHbIe).

3aKoHogaTeNbHble (NPaBoBble) Mepbl 3aLUTbI

K npaBoBbIM Mepam 3aliMTbl OTHOCATCS AECTBYIOLME B CTPaHe 3aKOHbl, YKa3bl 1 HOPMaTUBHbIE
aKkTbl, pernaMeHTUpylowune npasuna obpaweHns c¢ T[H, 3akpennsiouine npaBa U 0653aHHOCTM
YYaCTHWKOB MH(OPMaLMOHHbLIX OTHOLUEHWI A B mpouecce ee 06pabOTKM M UCMOMb30BaHUA, a Takxe
yCTaHaB/MBaKOLWME OTBETCTBEHHOCTb 3@ HAapyLeHWs 3TUX MpaBWa, MNPenATcTBYAs TeM CaMbIM
HenpaBoOMepPHOMY MCNoNb30BaHUIO MAH 1 ABNSIOWMECH CAEPXKMUBAKOLLMM (DAKTOPOM A1 NOTeHLMaNbHbIX
HapyLunTenen.

MpaBoBble Mepbl 3aWUTbl HOCAT B OCHOBHOM YMpeXAatoWnii, NponaakTUHeCKUiA XapakTep K
TpebytoT NOCTOSAAHHONM Pa3bACHUTENIbHOW PaboTbl C MONb30BATENAMM W 06CNYXMBAKOLWMM MEePCOHANIOM
CUCTEMBI.

MopanbHOo-3TUYeckue Mepbl 3aWnTbl

K MopanbHO-3TUYECKUM MepaM OTHOCATCA HOPMbl MOBELEHUS, KOTOPbIE TPAAULNOHHO CNOXWUINCH
WA CKNafblBAKOTCA MO Mepe pacnpocTpaHeHus 3BM B cTpaHe wuim o6LiecTBe. 3TM HOPMbI 6ONbLUENR
4acTblO He ABNAIOTCA 0653aTeNlbHbIMU, KaK 3aKOHOAATEe/IbHO YTBEPXKAEHHbIE HOPMATUBHbIE aKTbl, 0JHAKO,
X HecobntogeHne BefeT O06bIYHO K NafeHUI0 aBTOpUTETa, NPECTMXKa Yenoseka, rpynmnbl vl WUau
opraHmsauuu.

MopanbHO-3TUYECKME HOPMbl ObIBAlOT Kak HenucaHble (Hanpumep, 06LLenpU3HaHHbIE HOPMbI
YeCTHOCTW, naTpuoTM3mMa u T.N.), TaK U OQPOPMIeHHble B HEKOTOPbIA CBOA (YCTaB) npasui WK
npeanucaHnii.

MopanbHO-3TUYeCKME Mepbl 3aluTbl ABAAKOTCA NPOPUNAKTUYECKUMU U TPebyrT MNOCTOSHHOW
paboTbl MO CO3[4aHWIO 340POBOr0 MOPaNbHOrO KAMMaTta B KOMNeKTWBax nofpasgeneHuid. MopasbHo-
3TUYECKUe Mepbl 3alMTbl CHUXAOT BEPOATHOCTb BO3HWKHOBEHUSA HEraTuBHbIX 4eNCTBUA CBA3AHHbLIX C
YesI0BEYECKM (PaKTOPOM.

OpraHusayMoHHble (AAMUHUCTPATUBHbIE) Mepbl 3aLLUTbI

OpraHu3aunoHHble (aAMWHUCTPATMBHbIE) Mepbl 3aWuTbl - 3TO0 Mepbl OpPraHM3auMoHHOro
Xapaktepa, pernameHTupylouime npoueccobl QyHKUMoHMpoBaHua WCTI1AH, MCNo/ib30BaHWE Pecypcos
NCMNAH, [eaTenbHOCTb  06CNY)XXUBAKOLWEro nepcoHana, a Takke MNOopsafoK — B3auMOAencTBUsA
nonb3osateneit ¢ UCMAH Takum 06pa3oM, 4YTo6bl B HaubOMbLUe CTeNeHW 3aTPyAHUTL MW UCKIKOUYNUTb
BO3MOXXHOCTb peasim3auum yrpo3 6e30nacHOCTU UM CHU3UTL pasmep NoTepb B Cy4vae UX peannsauuu.

naBHas Lenb aMUHUCTPATUBHBIX Mep, MPenpUHNUMaEMbIX Ha BbICLLIEM YrNpaB/ieHYeCKOM YpPOBHe
- chopmmpoBatb [oAnTUKY MHDOPMaLMOHHON 6e3onacHocTy MAH (OTpaxaroLwyo NoAXoAbl K 3awute
nHpopmMaLmmn) 1 obecneynTb €e BbINOJHEHWE, BblAeNsAs HE0OXOo4UMble PECYPCbl W KOHTPONUpPYS
COCTOSIHME Jen.

Peanuzaumns MonnTnkn wHGopMaunoHHon 6esonacHoctv MAH B WCIMAH cocToAaT u3 Mep
aAMUHUCTPATMBHOIO YPOBHA M OpraHM3aumoHHbIX (NPoLeaypHbIX) Mep 3awwuTbl MHOpMaL UK.



K agMUHUCTPaTMBHOMY YPOBHIO OTHOCATCA peLLeHna pykoBoAcTBa Kopnopauun, 3aTparvsaroLipe
peatenbHocTb VICIMOH B uenom. MpumepoM Takmx peLleHnii MoryT ObiTb:

- NPUHATUE PeLeHNs 0 POPMUPOBAHNMN MK NEPECMOTPE KOMMIEKCHOW nporpamMMbl 06ecneyeHus
6esonacHocTy M[H, onpefeneHne OTBETCTBEHHbIX 33 ee peann3aLmio;

- (popmynupoBaHue Lenein, MocTaHOBKa 3afa4y, OMNpefesieHne HanpaBneHWin [eATeNbHOCTU B
obnactn 6esonacHocTn MAH;

- MPWHATUE pelleHUi A Mo BOMpocaM peanu3auum  MNporpammbl  6€30MacHOCTM, KOTOpble
paccMaTpKBalOTCA Ha YPOBHE YUpPeXaeHUs B LiENOM;

- NPUHATUE NTOKA/IbHBIX HOPMATUBHbIX aKTOB M T..
- obecneyeHne HOpPMaTMBHON (NPaBOBOIA) 6a3bl BOMPOCOB 6€30MaCHOCTA U T.M.

Ha opraHu3auUMOHHOM YpOBHE OMpPeAenstoTCs MpoueAypbl W NpaBuna AOCTUMXKEHUS Lenein u
pelleHmns 3aga4 MonMTUKN MHPopPMaLMOHHOW 6e3onacHocTy MAH. STK npaBuna onpeaenstoT:

- KaKoBa 06N1acTb NPUMEHEHNS NOAUTUKK GezonacHOCTH MAH;

- KakKoBbl ponn " 0653aHHOCTK KOHKPETHbIX pa60THVIKOB, oTBevaloLlne 3a NPoBeAeHNE NOMNTUKN
6e3onacHocTu MAOH, a Tak e nx YCTaHOBUTb OTBETCTBEHHOCTb,

- KTO MMmeeT npasa goctyna K MAH;
- KaKUMW Mepamn 1 cpedcTBamm obecneyvmBaeTca 3awmTa MAH;

- KaKumMy Mepamm 1 cpefcTBaMm ob6ecrneymBaeTcsa KOHTPO/b 3a COOMOAeHMEM BBEAEHHOIO peXunmMa
6e30MacHOCTMW.

OpraHVI3aLI,I/IOHHbIe Mepb! A0J/KHbI:

- npegycMmatpuBatb pPernameHT I/IH(*)OpMaLI,VIOHHbIX OTHOLLIEHWIA, NCKNrYarwmnx BO3IMOXHOCTb
HECaHKLUWOHNPOBaHHbLIX ,CI,EI‘/JICTBI/II‘/JI B OTHOLUEHNN 06BHEKTOB 3allUThbI;

- ONpefenaTb KOaMLMOHHbIE U MepapXUYecKne NPUHLMNbI U MeToAbl pasrpaHMyeHns focTyna K
MnAam;

- onpeaendaTtb nopAanok pa60Tb| C nporpaMmmMHoO-MmaTeMaT4eCKUMN N TEXHUYECKUMIKN CpeacTBamMu
3alnTbl N KPUNTO3aWNTbl U APYTUX 3alUTHBIX MEXaHN3MOB,

- opraHu3oBaTb Mepbl MpoTuBoaelicTBus HCJ, nonb3oBaTensMu Ha 3Tanax ayTeHTUdMKauuu,
aBTOpM3aUMK, UAEHTUDMKaLMKM, 06ecrneynBalOWMX rapaHTMU peann3aumMn MpaB U OTBETCTBEHHOCTM
CYyOBbEKTOB MH(POPMALMOHHbBIX OTHOLLEHMWIA.

dusmyeckne Mepbl 3aLLNTbI

®U3NYECKMe Mepbl 3alUTbl OCHOBaHbl HA MPUMEHEHUM PA3HOI0 POAa MEXaHUYECKUX, 3NEKTPO- UK
3NeKTPOHHO-MEXaHUYeCKNX YCTPOICTB M COOPYXXEHWIA, crneuuanbHO NpefHasHauYeHHbIX A1 CO3AaHus
(U3NYECKMX MPENSTCTBUA HAa BO3MOXHbLIX MYTAX MPOHUKHOBEHMS W [0OCTYMa MOTEHLMaNbHbIX
HapyLLMTeneli K KOMMOHEHTaM CUCTEMbI M 3aluLIaemMoli MHGOPMALIMK, a TakKKe TeXHUUYECKUX CPeacTB
BU3Ya/IbHOr0 Ha6/IOAEHNS!, CBA3M M OXPAHHOI CUTHANM3aLW.

dusnyeckas 3alluTa 34aHWIA, NOMeLLEHWIA, 06LEKTOB W CPeACTB MHGopMaTU3auuy Ao/mkKHa
OCYLLECTBNATLCA MyTeM YCTaHOB/IEHUS COOTBETCTBYIOLLMX MOCTOB OXpPaHbl, C MOMOLLbI TEXHUYECKNX
CPeACTB OXpaHbl WAU NOGLIMU  APYTUMM  crioco6amu, NpegoTBpallatolWMMU UM CYLLECTBEHHO
3aTPYAHSIOWMMN  MPOHUKHOBEHWE B 3[aHMe,  MOMELUEHUS  MOCTOPOHHUX  NNL,  XULIEHWUE
MH(OPMALMOHHBIX HOCUTENel, CaMnX CPeACTB MHAOPMATM3ALIMK, UCKYAKLUMUN HAXOXAEHNE BHYTPY
KOHTPONMPYEMOVi (OXpPaHAeMOoi) 30HbI TEXHUUYECKUX CPEACTB Pa3BeaKu.



AnnapaTHo-nporpamMmmMHble cpeacTea 3awmTbl MNAH

TexHunyeckve (annapaTHO-NPOrpaMmHble) Mepbl 3aLMTbl OCHOBAHbI Ha UCMO/b30BAHUUN Pa3INYHbIX
3NEeKTPOHHbIX YCTPOWCTB W cheynanbHbIX nporpaMm, Bxofsawmx B coctas VCIMAH 1 BbINONHAKOLWMX
(camocCTOATENBHO UM B KOMMMEKCE C APYrMMM CpefcTBamu) (DYyHKUMMW 3alunTbl (MOEHTUPUKALUIO U
ayTeHTU(MKaUMIO NoMb30BaTeNield, pasrpaHuyeHve [OCTyna K pecypcam, Perucrpauuio  cobbITui,

KpunTorpauyeckoe 3akpbiTue MHopmauum u T.4.).
C yyeTom Bcex TpeboBaHWI M NpUHLMNOB obecneyveHuns 6esonacHocTn MAH B NCIMAOH no Bcem

HarpaBneHNAM 3alliiTbl B COCTaB CUCTEMbI 3allATbl AO/DKHbI ObITb BK/HOUEHbI cnegyrowmne cpegcrea.

- CpefcTBa MAeHTUMUKauMM (0NO3HaBaHUA) U ayTeHTU(MKauun (NOATBEPXKAEHMA MNOAJMHHOCTN)
nons3oBatenent ICIMAH;

- CpefcTBa pasrpaHWYeHns LOCTyna 3aperucTpupoBaHHbIX NOJb30BaTeleil CUCTEMbl K pecypcam
NCIAgH Kopnopaymu;

- CpefCTBa 06eCNeYeHNs N KOHTPOASA LeNIOCTHOCTY NPOrpaMMHbIX U MH(OPMaLMOHHbLIX PECYPCOB;
- cpeacTBa OMepaTUBHOIO KOHTPOASA 1 perucTpayuy cobbiTuii 6e30MacHOCTY;

- KpunTorpaguyeckne cpeactea 3awmTbl MAH.

YcnelwHoe nNpUMEHeHWe TeXHUYECKUX CPeAcTB 3aluTbl npegnonaraeT, 4YTO BbIMOMHEHUE
nepeyncneHHbIX HWXKeE TpeﬁoBaHMVI obecneyeHo OpraHn3aynoHHbIMW (a,ﬂ,MVIHVICTpaTI/IBHbIMVI) MepamMn n
NCMNosib3yemMbIMU (bI/IBI/Il-IECKI/IMI/I cpeacTteamMmun 3allnThI:

- obecneyeHa (hM3nYecKas LIeSIOCTHOCTb BCeX KOMMNOHeHTOB VCTIAH;

- KakpAplii paboTHUK (nonb3oBatenb WCIAH) unn rpynna nonb3oBatefieid MMeeT YHUKanbHOe
CUCTEMHOE WMSI W MUHUMaNbHO HeO0O6XO4MMble ANS  BbIMOMHEHUS UM  CBOMX (DYHKLMOHaNbHbIX
06513aHHOCTEN NO/IHOMOYKS N0 JOCTYNY K pecypcam CUCTEMBI;

- BCE W3MEHEHWS KOH(UIypaumm TeXHUYECKUX 1M NporpamMmMHbIX cpeacTs WCIAH npoussogsTcs
CTPOr0 YCTaHOB/IEHHbIM MOPAAKOM (PEruCTPUPYHOTCS U KOHTPONMPYIOTCA) TOMbKO Ha OCHOBaHWK
pacrnopshkeHuin pykoBoacTea Kopnopauuu;

- ceTeBoe o6opyaoBaHMe  (KOHLEHTPATOpbl, KOMMYTaTOpbl, MaplipyTu3aTopbl U  T.M.)
pacnonaraeTcsi B MecTax, HefloCTYMHbIX Ans NOCTOPOHHUX (CheunanbHbIX NOMeLLEHUsX, WKagax, 1 T.0.).

- cneumanucTamn Kopropaumm ocyLecTBSETCS HenpepbiBHOE YNpaBieHne U agMUHUCTpaTUBHas
noaaepXxka yHKLMOHMPOBAHUSA CPEACTB 3aLUTbI.



PA3LE 10. KOHTPOJ1Ib Q®PEKTUBHOCTU CUNCTEMbI SAWNTbI NCIMAH

KoHTponb agekTrBHOCTU C3MAH LO/IKEH OCYLLECTBNAETCA Ha NEPUOAUYECKON OCHOBe.

Llenlbto KOHTPONS 3h(heKTUBHOCTU ABMNSEICA CBOEBPEMEHHOE BbISIB/IEHME HeHaA/1exalnx pexxmmoBn
pabotbl C3MNAH (OTKAOYEHNe CPefCTB 3aluTbl, HapyLLUEHME PEXMMOB 3alMTbl, HECAHKLNOHMPOBAHHOE
M3MEHEHME peXuMa 3aWuTbl U T.M.), a TakKKe MNPOrHO3MpoBaHWe W MNPeBEeHTUBHOE pearvpoBaHWe Ha
HOBble yrpo3bl 6esonacHocTu MAH.

KOHTpONb MOXeT MpOBOAMTLCA KaK agMmuHucTpatopamu 6esonacHoctn VICMAH (onepaTuBHbI
KOHTPONb B NpoLecce MHHopMaLMOHHOro B3avmogaelicTeust B ICMH), Tak v NpyUBAeKaemMbIMK 415 3TOM
LeNM KOMMETEHTHbIMU OpraHu3aumaMu, VMeLWUMN NULEH3NI0 Ha 3TOT BUA AeATeNbHOCTM, a Takxke
rocyaapcTBeHHbIMU OpraHaMu B npeaenax Mx KOMNeTeHLuu.

KOHTpPOMb MOXET OCYLLeCTBAATLCS afMUHUCTPATOPOM 06E30MaCcHOCTM Kak C MOMOLLbH LUTATHbIX
CpeacTB cUCTeMbl 3aluTbl MAH, Tak U C NOMOLLbIO CNeyuanbHbIX NPOrpaMMHbIX CPeACTB KOHTPONS.

OueHKa 3th(heKTMBHOCTM Mep 3awuTbl MAH NPOBOAMTCA C WMCMOMb30BAHMEM TEXHUYECKUX W
NPOrpamMmMHbIX CPeACTB KOHTPONS Ha NpeAMeT COOTBETCTBMS YCTaHOBNEHHbLIM TPe6OBaHUAM.



PA3SLOEN N. CPEPbI OTBETCTBEHHOCTW 3A BESOIMNMACHOCTDb MNAaH

OTBETCTBEHHbIM 3a Pa3paboTKy Mep ¥ KOHTPO/b Haf obecneyeHMeM 6e30MacHOCTM NePCOHasbHbIX
[aHHbIX SBNsSieTCS pyKoBoAMTeNb Koprnopauun. PyKoBOAWTElb MOXET [e/1erMpoBaTh YacTb MNOHOMOYWIA
no obecrneyeHnto 6e30MacHOCTU MEPCOHa/IbHLIX [faHHbIX. Cdiepa OTBETCTBEHHOCTU PYKOBOAWUTENS
BK/OYAET Cnefytolime HamnpaBneHus obecneuveHms 6esonacHocTy MAH:

- MnaHupoBaHve 1 peanusauns Mep no obecneyeHnto 6esonacHocTn MAH;
- AHanu3 yrpo3 6esonacHocTtu MAH;

- Pa3paboTKy, BHeApeHWe, KOHTPONb WCMOMHEHMS W MOAAEPXKaHWe B aKTya/lbHOM COCTOSIHUM
MONNTUK, PYKOBOACTB, KOHLEMUWUIA, NpoLUeAyp, PernaMeHToB, UHCTPYKUUIA U APYTUX OpraHU3aLMOHHbIX
AOKYMEHTOB M0 06ecneyeHnto 6e30MacHOCTY;

- KoHTpons 3awmweHHocTn UT nHppacTpykTypbl Kopnopauuu ot yrpos Vb nyTtewm;

- O6yuyeHve 1 nHopmuposaHue nonb3osarenein MCrAH, o nopagke pabotsl ¢ MAH 1 cpeacTeamu
3aWwnThl;

- MpefoTBpalleHne, BbISB/IEHUE, pearnpoBaHune 1 paccrefoBaHne HapyLleHnin 6esonacHocTn MAH.

Mpn B3aMMOLENCTBMM CO CTOPOHHUMW OpraHusauuMsMum B cry4dasx, Korga paboTHWKaM 3TUX
opraHu3auunin npefocTaBnseTca LOCTYN K 0ObeKTaM 3aluTbl, C 3TVUMMW OpPraHM3auusamm AOMKHO ObiTb
3aKnoyeHo «CornaweHme 0 KOH(MAeHUManbHOCTU», NnMbo «CornaweHme 0 cOo6MAEHUN peXxnma
6esonacHocTn MAH npu BbiNoNHeHUN pa6oT B ICTAH», 160 AaHHOe YyCnoBue J0/HKHO 6bITb BK/IKOYEHO
B TEKCT JOroBopa.



PA3OEN 12. MOAEJIb HAPYLLWNTENA BE3OINMACHOCTU

Mog HapylimMTenem 6e30MacHOCTY MHAOPMaLMOHHOW cuCTeMbl B Kopnopauumu NoHUMaeTes nnLo,
KOTOpoe B pe3yNibTaTe YMbILLMEHHbIX WKW HeYMbILWNEHHbIX AeACTBMIA MOXET HaHeCTW yliep6 06bekTam
3aLLMTI.

HapywuTtenn nogpasfensatorcs no npusHaky npuHagnexdHoctn kK WCIAH. Bce Hapywwutenu
LenaTca Ha ABe rpynnbl:

* BHEWHMWe Hapywwutenu - (uU3NYecKne nuLa, He WUMeloLWMe MpaBa nNpebbiBaHWA Ha TEPPUTOPUM
KOHTPO/IMPYEMOW 30HbI, B Npejenax KoTopor pasmeltaetcs o6opynosaHvue NCTOH;

e BHYTPEHHWe HapywuTenn - (U3MYeCKMe NuULa, KMetolMe MpaBo MpeGblBaHUS Ha TeppuTopUM
KOHTPONMpPYeMOli 30HbI, B NpeAenax KOTopoii pasmellaeTcs o6opynoBaHue MCMAH.



PA3AEN 13. MOJEJIb ¥T'PO3 BE3OMNMACHOCTW

Ona NCNAH Kopnopaunn BbILeNAOTCA CRefytolme OCHOBHble KaTeropuu yrpos 6e30macHOCTM
nepcoHaibHbIX AaHHbIX:

1 Yrpo3bl OT YTEUKM N0 TEXHUYECKUM KaHanam.
2. Yrpo3bl HeCAaHKLMOHMPOBAHHOTO A0CTYMa K UH(popmaLmu.

3. YTpo3bl YHUUTOXEHUS, XULLEeHUA annapaTHbiX cpeacts VICTIAH HocuTeneld HGopmMauuy nyTem
(hm3nueckoro goctyna K anemeHtam NCIAH.

4. YTpo3bl XULLEHUS, HECAHKLIMOHMPOBAHHOM MoaudMKaLmum unu 6NoKUPoBaHUS MHGopMaLUKM 3a
CYeT HecaHKUMOHMpoOBaHHOro fgoctyna (HCA) ¢ npuMeHeHWeM MporpaMMHO-annapaTHbIX U
MPOrpaMMHbIX CPeACTB (B TOM YuMc/e NPOrpaMMHO-MaTeMaTUUYECKX BO3AENCTBUNA).

5. Yrposbl He npegHaMepeHHbIX AeACTBUIA MOMb30BaTeNeil U HapylweHuin 6e3onacHoOCTH
(yHKumnoHuposaHus NCMAH v C3MNAH B ee cocTaBe U3-3a c60eB B NPOrpaMMHOM 06ecrneyeHnu, a Takxke
OT yrpo3 (cboeB anmapaTtypbl M3-3a HEHAfEXHOCTW 3/1eMEHTOB, CO0EB 3NEKTPONUTAHUS) U CTUXWUIAHOTO
(yZapoB MOMHWIA, NOXapoB, HABOLHEHWIA 1 T.M.) XapakKTepa.

6. ¥Yrpo3bl NnpegHamMmepeHHbIX eNCTBUIN BHYTPEHHUX HApYLUUTeNeNn,

7. YTp0o3bl HECAHKLIMOHMPOBAHHOIO A0OCTYNa Mo KaHanam CBA3WN.



PA3AEN 14. OXXNAAEMbI/ PE3Y/NIbTAT OT PEA/TM3ALUMN MONNTUKIN

Peanusauus Monutukn 6esonacHoctn MAH B UCTAH no3sonuT:

OLIEHWUTb COCTOSIHME Ge3onacHOCTU WH(opmauum WCMAOH, BbISBUTb WCTOYHWKM BHYTPEHHUX W
BHELUHWUX  Yrpo3  MH(OPMaLMOHHOK  6e30MacHOCTU, OMpPeAennTb  MPUOPUTETHbIE  HanpaB/ieHMs
NpeAoTBpPaLLEHNS, OTPAXKEHMS U HENTpann3aumm aTux yrpos;

- pa3paboTaThb /IoKasbHble aKTbl NPUMeHUTeNbHO K VICTIAH;

- MPOBECTU OPraHU3aLMOHHO-PEXNMHbIE N TEXHUYECKMEe MEeponpuaTha no obecrneyvyeHnto 6e3onacHocTu
nAax s NCIMAnx;
- 06ecrneynTb HeOOXOAMMbIA YPOBEHb 6€30MacHOCTU 06BLEKTOB 3aLLUThI.

OcyllecTBneHne  3TUX  MeponpuATUA  obecrneyunmt  co3faHue  efUHOW,  LUEeNoCTHOW U

CKOOPAMHMPOBAHHOW cucTeMbl MH(OPMaLMOHHOM 6e3onacHocTM WCIIAH M co3gacT ycnoBus ans ee
[aNbHENiLLIEro coBepLIEHCTBOBAHNS



